I'ocynapcrsennoe aBToHOMHOE TpoeccHOHATBHOE o0pa3oBaTe/IbHOE YUpeKIeHHe
Crepanosckoii o6actn «Mp6uTcknii NOJIMTEXHUKYM»
(CAIIOY CO «HMIIT»)

ITPKA3

14.04.2022 Ne 79
Npbur

OG6 yTBepKICHUH pErjaMeHTa pearupoOBaHusl HA MHIMICHThI HH(GOPMAMOHHOM 6€30I1aCHOCTH
B HH(OPMAIMOHHBIX CHCTEMAX NEPCOHAIBHbIX JAHHBIX

Bo mcnonuenue tpeGoanmii ®enepansHoro 3akona Nel52-®3 ot 27 wmions 2006 r.
«O nepcoHanbHBIX JaHHBIX», mnpukaza DCTIK Poccum Ne21 or 18 deBpans 2013 .
«O0 yTBEpX/IEHHH COCTaBA M COJEP)KAHHS OPraHM3AIMOHHBIX M TEXHHYECKUX Mep 10
obecrieueHnI0 G€30MacCHOCTH NMEPCOHATBHBIX JAHHBIX npu X 06paboTke B WH(POPMAUOHHBIX
CHCTEMAX IEPCOHANBHBIX JaHHBIX» K MPOYMX HOPMATHUBHBIX JOKYMEHTOB IO 3all[UTe
uHpOopMaIuH,

IIPUKA3BIBAIO:

1. Vreepnute u BBecTM B jeiicTBHe Permament pearupoBaHUsT Ha HHIMJIEHTHI
MHQOPMANMOHHOH  Ge3omacHOCTH B WH(DOPMALMOHHBIX  CHCTEMAX NIEPCOHAIBHBIX
HaHHbIX['ATIOY CO «UIIT»(nanee — Pernament)(ITpunoxenue k Hacrosmemy ITpukasy).

2. Tpebopanus npunaraemMoro PeriiamMenra 10BecTH 110 PabOTHUKOB, HEMIOCPEACTBEHHO
OCYIIECTBIAIOIMX ~ 3alIATY  NEPCOHAIBHBIX  JAHHBIXB  MHQOPMAIMOHHBIX  CHCTEMAX
IIEPCOHATBHBIX JaHHBIX.

3. KoHTpoIb 32 HCTIOJIHEHHEM HACTOSIIETO IPUKA3a OCTABIISIO 33 COBOI.
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[Tpunoxxenue
kipukasyl’ AIIOY CO «MIIT»
ot «/7 » Al tr.  2022r. Ngg

PETJIAMEHT
peardpoBaHHs HA HHIUICHTHI HHPOPMANMOHHOM! 0€301ACHOCTH B

HH(pOPMANMOHHBIX CHCTEMAX NEPCOHAIBHBIX JAHHBIX
T'AIIOY CO «MIIT»

1. TepmuHbI H onpeneeHUAs

1.1. MadopmarmoHHast cucTeMa NepCOHANBHBIX JAHHBIX — COBOKYITHOCTD COIEPKAIMXCS
B 06a3ax JAaHHBIX NEPCOHATHHBIX JAHHBIX H 00ECIEYMBAIOMIUX HX 06paboTKy MH(POPMAIMOHHEIX
TEXHOJIOTUH U TEXHUYECKHX CPEJICTB.

1.2. UamuaentT wuHGOpMAnMOHHONW 0E30IMacHOCTH — J000€ HENpENBHIACHHOE W
HEXeENaTeIbHOE COOBITHE, KOTOPOE MOXET HAPYHIUTh AESTEeIbHOCTh WM HH(POPMAIHOHHYIO
6e3onacHocTh. MHIMAEHTaMK HHPOPMAIIHOHHOM O€30IaCHOCTH SBJISIOTCSL:

— yTparta yciyr, 000pyJOBaHUS WK YCTPOUCTB;

—  CHCTEMHbIe COOH WU IIepEerpy3KH;

—  OIHOKY II0JB30BaTeNEl;

—  HecoOIofeHNe MOMUTHKY MM PeKOMEHIAIMI 110 HHYOPMAIIMOHHOM 6e30I1aCHOCTH;

— HapymeHue GU3MYECKUX Mep 3allHThI;

—  HEKOHTPOJHpYEMBbIC H3MEHEHHUS CHCTEM;

—  cOou nporpaMMHOro 00€CIeYeHUs H OTKA3bl TEXHUYECKUX CPE/ICTB;

—  HapyIlIeHHe IpaBUJI JOCTYIIA.

1.3. O6paboTKa IEpCOHAIBHBIX JaHHBIX — JO0OE JekcTBHE (omepamus) WM
COBOKYIIHOCTh  JCMCTBHH  (Omepaiuii), COBEpIIAeMBIX C  HCIOJB30BAHHEM  CPEICTB
aBTOMATU3aAlUK MK 6€3 UCIOIb30BAHMS TaKUX CPEACTB C MEPCOHAIBHBIME JAHHBIMH, BKJIIOYAs
cbop, 3amuce, CHCTEMAaTH3alUIO, HAKOIUICHHE, XpaHeHHe, yTouHeHre (0OHOBJIEHHE, M3MEHEHHE),
U3BJICYEHHUE, HCIIONB30BaHUE, Iepenady (pacIpoCTpaHEHHE, ﬁpe,uocraBneHne, JIOCTYTI),
obe3nu4uBaHue, OJIOKUPOBAHKE, YAAJIE€HHE, YHHUTOKEHHE IEPCOHANBHBIX JAHHBIX.

1.4. Tlepconanbuple paHHBle — JHO6Gas WHPOpPMAIMS, OTHOCAIAACS K IIPAMO HIIH
KOCBEHHO OIIPE/ICIIEHHOMY MJIM OIpeeIsieMoMy (U3MUecKoMy JIUIY (CYOBEKTY IMEepPCOHAIBHBIX
JTaHHBIX ).

1.5. Cpencto 3amutel HHPOpPMAIMM — NPOrPpaMMHOE OOGECIEUYEHHE, MPOrPAMMHO-
ammapaTHoe — oOecnedyeHHe, — anmapaTHoe — o0ecledeHHe, BEImECTBO WM  MaTepuall,
IpeHa3HAYCHHOE MM HCIIOJIb3yEMOE JUIS 3aIUTHl HH(POPMAIHH.

2. O0mmue moJI0KeHNA

2.1. HacrosmmiiPernaMmenT  pearupoBaHWs ~HA  MHOUJIEHTH  HWHMOPMALMOHHOK
Oe30macHOCTHB MH(OPMAIIMOHHBIX CHCTEMaX MNEePCOHANbHBEIX AaHHbIX [AIIOY CO «MIIT»
(manee — PermameHt), pa3paboTaH B COOTBETCTBHM C 3aKOHOJATEILCTBOM Poccuiickoit
@enepand 0 TNEPCOHANBHBIX JaHHBIX (mamee — IIJIH) ¥ HOPMATHBHO-METOIMYECKUMHU
JNOKYMEHTaMH (enepabHBIX OPraHOB HCIIOJHUTENBHONW BJIACTH IO BONPOCaM O€30MaCHOCTH
[ITa mpu ux o6paboTke B MHOOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX (Ianee —
NUCIIn).

2.2. Hacrosmuii PernamenT onpenenser:

— TOPSANOK perucTpanuy coObITHi 6€30IacHOCTH;



2.3,

NOPSZIOK  BBIABJIEHUS ~ WHIOMJCHTOB  MH(POPMALMOHHOM  0O€30macHOCTH U
pearupoBaHHUIO Ha HHX; ,

TIOPSIIOK MTPOBE/ICHUSI aHAIM3a MHIIUJCHTOB HH(POPMAIIMOHHOM O€30I1aCHOCTH, B TOM
YUCJIE ONPEIEIEHNE HCTOYHUKOB U IIPUYHH BO3HUKHOBEHHS HHIIUICHTOB.
Pernament oGs3atenen mis ucnoiHenus Bcemu pabotHukamMul ATIIOY CO «UIITy

(maee —YupexaeHue), HeOCPEACTBEHHO OCYIIECTBIIIOMIMHE samuty [11a B UCIT/IH.

3.1.

3.2.

4.1.

3. Hunuaentbi nHpopMaumoHHoii 6e30nacCHOCTH

K unmunenram Ub otaocsTes:

HecoOmonenue TpeboBanuii mo 3amure [1)]u:

— Hucnoiab3oBanne OBM B IeNAX, He CBA3aHHBIX C BBINOJHEHHEM TPY/IOBBIX

(CimyxeOHBIX, JOMKHOCTHBIX, (DYHKIIMOHAIBHBIX) 00S3aHHOCTEH;

— yrpara Hocutens [1/1H;

— yTpara KJIIOYEBBIX JOKYMEHTOB, KIIOYEH OT IMOMELICHWH W XPAHUIIUIL, JHYHBIX
neyarei, yJJ0CTOBEpeHUH], IPOITyCKOB.

nonsitku HCJI x IT/Ta:

— 1moaGOp YyXOro HIEHTHHKATOpa W Mapois, dIOCHEAYIONME JOCTYm ¢

HCII0JIb30BAHUEM YYIXKOT'O TIAPOJIs;

HM3MEHCHHE HaCTPOEK, COCTaBa, maposei rexuuueckux cpeacts UCITx;

— H3MeHeHHe (YBEIMYEHHUE) IOTHOMOYMM JJOCTYIIa;

— HapyIEeHHE IEIOCTHOCTH YCTaHOBJICHHBIX 3allIUTHBIX IIJIOMO;

— komuposanue [1/ln Ha HeyuTeHHbIE cCheMHbIe HocuTenu [1]]H;

— 3apaxenue pabodero mecra u/uin cepsepa MICII/H BpeJOHOCHOM IPOrpaMMOii;
— xuienue Hocurteneit [1/1x;

— xumienue rexaudeckux cpencts MCIT]x;

— YMBIIUICHHOE HapylieHue paborocrnocobHocTH Texamnueckux cpeacts UCITTx;

— XUIICHUE KPHNTOCPEICTB, KIIFOUEBBIX HOKYMEHTOB, KIIOYEH OT IOMEINECHUH H
XPaHUJIHIL, JIMYHBIX TIeYaTel, y0CTOBEpEHHUH, IIPOITYCKOB;

— HECAHKIIMOHMPOBAaHHOE NPOHUKHOBEeHUE B momemenust CIIT/Ix;

— OYHCTKA JJIEKTPOHHBIX )KypPHAJIOB MOHHTOPHHTA.

cbou B pabote Texuuueckux cpeacts UCITIa ObmecTsa.

K unmunenram Wb He otHOCSTCS:

HEy/a4uHBbI€ MONBITKY BTOPXKCHUH, KOTOpPBIE OBLIM OOHAPY)KEHBI M HEUTPAITM30BaHbI C
ucnonb3oBanuem C3U;

HEyJaYHble TIONBITKMA 3apaKeHus pabouumx wmect wu/wmm cepBepoB MCII(n
BPEIOHOCHOM MPOrpaMMoi, KOTOphle OBUIH OOHApy>XEeHBI W HEWTPaJIu30BaHBI C
ucnosb3zoBanueM C3U

4. Tlopsimox perncrpanuu cobbITHII Ge3onacHOCTH

Peructpanus coGbituii Gesonacuocte B MCITJIH ocymecTBusieTcs B cleayromei

IMOCJICIOBATCIILHOCTH

)

2)

Omnpenenenne coObITHii GE30MACHOCTH, MOJIEXKANMX PETHCTPAIMH, M CPOKOB HX
XpaHCHHUS.

Omnpenenenue cocraBa W cojepaHus MHOOPMAIMHA O COOBITHSX OGE30MACHOCTH,
IIOJJIEXKALTUX PETUCTPALIHH.
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3) Co6op, 3anmuch U XpaHeHHE MHPOPMALIUH O COOBITHIX O€30IIaCHOCTH.

4) PearmpoBanue Ha COOU IPH PETHCTPAIMH COOBITHM 0€30IIACHOCTH.

5) MonuTOpUHT  (IPOCMOTp, AaHAIW3) PE3yJbTATOB  PETHCTPALMM  COOBITHI
0€30I1aCHOCTH U pearupoBaHKe Ha HUX.

6) I'enepupoBaHyue BpEMEHHBIX METOK M (WIIM) CHHXPOHH3AIMS CHCTEMHOTO BPEMEHHU B
UCIIn.

7) 3amurta nHGOpMAUK O COOBITHIX OE30IIACHOCTH. ;

42. CoOpitus 6e3omacHoct, nomnexamue perucrpanun B MCIIJIH, DODKHBI
ONPENENATECS € Y4eTOM CrHoco0oB peanusauuu yrpo3 OezomacHoctu [I{umns MCIIIa. K
coOpITHsAM Oe3omacHocTH, nomiexammM peructpainun B VICIIJIH, DODKHBI OBITH OTHECEHBI
mobbie nposBienus cocrostuust ICIT/{H 1 ee cucTeMsl 3alUThI, YKa3bIBAIOLIHE HA BO3MOXKHOCTh
HapylmleHAs] KOHOHMICHIMATHHOCTH, LEJIOCTHOCTH WM gocTynHoctd IIJ[H, IOCTymHOCTH
komnonenToB  MICII/lH, HapymeHuss mpomenyp, YCTAHOBJIEHHBIX  OpraHH3alHOHHO-
pacropsiaMTeIbHBIMA JOKyMEHTaMH 10 3amurte [IJ[H, a Tak)e Ha HapylIeHHe IITaTHOTO
(bYHKIIMOHUPOBAHYS CPEACTB 3alUTHI HHPopMaruu (nanee — C3U).

4.3. CoOpItus 6e3omacHocTH, nmomtexanme perucrpanud B UCIT/[H, U CpOKH XpaHEHHs
COOTBETCTBYIOLIMX 3aIIUCEH PErHMCTPALIMOHHBIX XKYPHAIOB JOJDKHBI 00ECIIEYHBATh BO3MOXKHOCTh
oOHapyXeHHs, HICHTH)UKAIUK W aHAIW3a HHIMICHTOB HH(POPMAIMOHHOM 6€30I1acHOCTH,
Bo3HUKIMX B UCIT/IH.

4.4. B UCII/lz noanexar peruCTpamnuu Ciaeayromue COOITHS:

—  BXOJ (BBIXOX), a TaKXe IONBITKH BXxojaa cyobexToB noctyna B UCIIIu u 3arpy3ku
(ocTaHOBKA) ONEPAIHOHHON CHCTEMEI;

—  MOJAKIIIOYEHHE ChEMHBIX MAIIMHHBIX HocuTenel [1/IH u BeBox [1/[H Ha HOCUTENH;

— 3amyck (3aBeplleHHE) MPOrpaMM H IIPOIECCOB (3aJaHMii, 3a1ay), CBA3AHHBIX C
o6paborkoit I[1/1H;

—  0OHOBJICHHE WM OIIHOKH IPH OOHOBIICHHH IporpaMMHBIX cpeacts MCITIa u C3U;

— IOMBITKH JOCTyNla IIPOITPAMMHBIX CpPEACTB K OINpEIesieMbIM 3allHINacMBbIM
00BeKTaM JocTyna (TEXHHYECKHUM CPEICTBAM, y3JiaM CETH, JIMHUSM (KaHajlaM) CBSI3H,
BHEIIIHUM YCTPOMCTBaM, IporpaMmam, ToMaMm, Katajoram, ¢aitiam, 3amucsM, mojism
3alucei) 1 UHBIM 00bEeKTaM J0CTYIIa;

—  IONBITKH yJAJIEHHOrO JOCTYyIIA.

4.5. CocraB m coxepxaHue MHPOPMANUK O COOBITHSAX OE€30IIACHOCTH, BKJIKOYAEMON B
3alMCH PErHCTpAlMd O COOBITHAX O€30IacHOCTH, JMOJDKHBI, KaKk MHHHMYM, OOECIEeYHThH
BO3MOXXHOCTh MJCHTH(QHKAIMMA THIA COOBITHS OE€30IaCHOCTH, JaThl U BPEMEHH COOBITHS
Oe3omacHOCTH, HACHTU(PUKAIMOHHON HHPOPMAIMM HCTOYHHKA COOBITHS 6E30IMacCHOCTH,
pesynbTaT CcoObITHsS Oe3omacHOCTH (YCHEIIHO WJIM HEYCHENIHO), CyObeKTa I0CTyIma
(mosp30BaTeNs M (MIK) IpoOLlecca), CBI3aHHOTO C JAHHBIM COOBITHEM O€30IIaCHOCTH.

4.6. Ilpu perucrpauun Bxoma (Bbixoma) cyGbekToB noctyma B MICIIH ® 3arpyskm
(OcTaHOBKA) ONEPAI[MOHHON CHCTEMBI COCTAB W COJEpXaHWe HH(POpPMAIMM JOJDKHBEL, Kak
MHHUMYM, BKIIIOYATh JaTy W BpeMs BXoJa (BBIXO/a) B CUCTEMY (M3 CHCTEMBI) WJIHM 3arpy3Kd
(OCTaHOBKH) OIEPALMOHHOM CHCTEMBI, PE3YJILTAT MONBITKH BX0/1a (YCIEIIHAs M HEyCIIeIIHas),
pe3yabTarT IONBITKH 3arpy3ku (OCTaHOBAa) OMNEPAIAOHHOW CHCTeMBI (yCHelmHas WM
HeyCIenHas), HAeHTU(GUKATOD, IPeIbSIBICHHbIN PH IOIMBITKE JOCTYIIA. '

4.7. Tlpum peructpanuy NOAKIIOYEHHS ChEMHBIX MAIMHHBIX HocuTened I1/[H u BBIBOIA
I1/ln Ha cheMHBIE HOCHUTENH COCTAB W COAEPIKAHHE PETMCTPAMOHHBIX 3alMCEH JOJDKHBI, KakK
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MHHHMYM, BKJIIOYaTh JaTy M BpPEMs IOJKIIOYEHUS CHEMHBIX MalIMHHBIX Hocutenedl I1/[H u
BeiBOJZIa IIJ/[H Ha ChEMHBIE HOCHUTENH, JIOTHYECKOEe MMS (HOMEp) MOJKIIFOYAEMOr0 CHEMHOIO
MamuHHOro Hocurens II/IH, mpeHTHdUKATOp CyOBEKTa AOCTYIA, OCYLIECTBIISIOLIETO BBIBOJ
I1T1 Ha ceemHbIi HOcUTENb [T/1H.

4.8. Ilpu perucrpanuu 3amycka (3aBepIIeHHs) IPOrpaMM M IIPOIECCOB (3aJaHui, 3a1a4),
CBsA3aHHBIX ¢ 00paboTkoit [I/[H cocTaB u cofepxaHue periuCTPAIIMOHHBIX 3aIMCEN JTODKHBI, KaK
MHHHMYM, BKIIIOYAaTh JaTy M BpeMs 3amycka, uMs (MACHTH(PHUKATOP) MporpaMMbl (Iiporecca,
3ajanus), MAeHTHGHKaTop cyOBekTa HocTyma (yCTpoHCTBa), 3alpOCHBIIEr0 HMPOrPaMMy
(mpomecc, 3afaHue), pe3yIbTar 3ammycka (YCIeUHbIH, HeYCIeITHbIH).

49. Ilpu perucTpauu TIONBITOK JOCTylla IPOrPAMMHBIX CpeACTB (IIpOrpamm,
IIPOILIECCOB, 3a/1a4, 3alaHui) K 3aluInaeMbM (aitiaM cocTaB U COAEepKaHUE PErHCTPAllHOHHBIX
3alKcel JOJDKHBI, KaK MEHHUMYM, BKJIIOYATh ATy M BpeMs IONBITKH JOCTYIIA K 3alIAINAeMOMY
daiimy ¢ ykazaHumeM ee pesynbTara (yCHeNIHAs, HEYCIENIHas),  MACHTH(PHUKATOD CyOBEKTa
JocTyna (ycTpoicTBa), crienu(UKamio 3aiumaeMoro ¢aiiia (JIOrH4eckoe UMsl, THIT).

4.10. Ilpm permcrpanuy INONBITOK JOCTyIla MPOrPAMMHBIX CPEJCTB K 3allUINAaeMBIM
00BEKTaM 0CTyNa (TEXHHYECKUM CpPEJICTBAM, y3JiaM CETH, JIMHUAM (KaHajaM) CBSI3H, BHEIIHHM
YCTPOMCTBAaM, IIporpaMMmMamM, TOMaM, Karajoram, 3amlucsM, IIOJSIM 3aluceil) COoCTaB H
coziepxanue HHGOpPMAIHMK TOIDKHBI, KAK MHHUMYM, BKJIIOYATh JaTy U BPEMs IOIBITKH JOCTYIIA
K 3allMIiaeMoMy OOBEKTy C yKa3aHHeM ee pe3yibrara (ycHelmHas, HeycCIlelHas),
uaeHTuGuKaTop cybbekTa noctyma (yCTpOMCTBA), CHENM(UKALMIO 3alIMINAEMOr0 OOBEKTa
JIOCTYyIa (JIoruyeckoe umst (HoMep).

4.11. Ilpu peructparnuu nomsiTox yaarexnoro pocryna k MCIIJIa cocTas u cojepikaHue
MH(pOpMaNUK TODKHEI, KAK MUHHMYM, BKIIOYATh JATy W BPeMs IONBITKY YIaIE€HHOTO JOCTYIIA C
yKa3aHueM ee pesyinbTara (yCIEIIHas, HEYCIelHas), HAeHTU(QHUKATOp CcyOBeKTa mocTyma
(ycTpoiicTBa), HCTIONB3yeMbIH IPOTOKON JOCTYIIA, HCIIOIb3yeMbIH HHTEphEHc nocTyna u (Mim)
UHYIO0 HHPOPMAIHIO O MONBITKAX yaaneHHoro gocryna k UCIT/IH.

4.12. COop, 3amuch W XpaHeHHE HHPOPMAMH O COOBITUSX OE30IACHOCTH B TEUYEHHUE
YCTaHOBJICHHOTO BPEMEHHU XPAaHEHUS IOJDKEH IIPeayCMaTpUBATh: ‘

— BO3MOXHOCTH BbIOOpa OTBETCTBEHHBIM 3a obOecmeueHue OeszomacHoctd IIJ[H B
WCIITa u (umu) AnvuauctparopoM VCIIJIH coObITHI GE301IaCHOCTH, TIOIIEKAIIIX
PETHCTpallii B TEKYIIMH MOMEHT BPEMEHHM W3 IepedHsi COOBITHI 0e30macHOCTH,
onpezesieHHbIX B MyHKTe 4.4 HacTosmero Periamenra;

— reHepanuio (cOop, 3ammch) 3anmceil perucTpanuM (ayaura) Uit COOBITHIA
0e30macHOCTH, MOJUIeXKAINUX PETUCTpaliK (ayJUTy) B COOTBETCTBHH C COCTABOM H
cozepxanueM HH(OpPMAIMHK, OIpPEIEICHHBIME B COOTBETCTBHH C IIyHKTaMHu 4.6—
4.11nacrosimero Pernamenra;

— XpaHeHHe HH(pOpMAIMA O COOBITUSX OE30IaCHOCTH B TEYEHHE BPEMEHH,
YCTaHOBJIEHHOT'O B IyHKTe 4.3HacTosmero Periamenra.

4.13. O6veM mamsaTH M1 XpaHeHHs HHOOPMAIUHM O COOBITHAX OE€30MACHOCTH IOJKEH
OBITh pacCyMTaH M BBIIENCH C YYETOM THUIIOB COOBITHI GE€30MaCHOCTH, MOIJIEKAIIUX
PETHCTpallid B COOTBETCTBHM C COCTABOM M COJEp)KaHHEM HH(OpPMalMU O COOBITHIX
0€30MacHOCTH, IIOJUIEXKAIIUX PETHCTPALUH, B COOTBETCTBUH ¢ ImyHKTamu 4.7 — 4.11HacTosmero
Periiamenta, IporHo3upyeMoii 4acTOThl BO3HHKHOBEHHMS MOUIEXKAIMX PETHCTPALMH COOBITHI
0e30IacHOCTH, CPOKa XpaHEeHHI HHPOPMAIIMH O 3apPETHCTPHPOBAHHBIX COOBITHAX GE30MACHOCTH.
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4.14. B UCIIIH mOMKHO OCYIIECTBISTHCS pearupoBaHHe Ha COOU TIPU pPErHCTpaIvH
coObITHi 0Oe30macHOCTH, B TOM 4YHCIE alllapaTHbie MW IpOrpaMMHbIE OMIMOKH, cOOU B
MexaHu3Max cOopa HHPOpPMALUU ¥ TOCTUKEHHUE TpeJIesia WK NEPErnoHeHUus 00bemMa (EMKOCTH)
HaMSTH.

4.15. PearmpoBanume Ha cOOM IHpH pErUCTpaldU COOBITUH OE€30IMaCHOCTH JIOJDKHO
IpeaycMaTpuBaTh:

— OpenynpexaeHue (CHUTHalIM3alus, WHAMKanus) o cOosx (ammapaTHBIX U
IPOrpaMMHBIX OIHMOKaX, c6OSX B MeXaHW3MaXx c6opa MHOOPMANHH HIH
IEepenoHeHUusT o0beMa (EMKOCTH) TaMSATH) IIPH  PETUCTpaluM  COOBITHH
0€e30I1aCHOCTH;

— pearupoBaHH€ Ha COOHU IIPU PErHUCTpAIK COOBITHI 0€30IIaCHOCTH IIyTEM MU3MEHEHHUS
OtBercTBeHHBIM 3a oOecrieuenue OesomacHoctn [IJlH B HCIIIlH u (uam)
Anmunuctpatopom UCIT/Ix napameTpoB c6opa, 3anucH ¥ XpaHEeHUsT HHPOpMAaIH O
COOBITHSIX 0E30MacHOCTH, B TOM YHCJIEC OTKJIIOYCHHE 3aluch HH(OpManuu o
coObITUsIX Oe3zomacHocTH OT wyactd KomroHeHToB MWMCII/IH, 3amuce mnoBepx
yCTapeBIINX XPaHUMBIX 3aIHced COOBITHI 0€30I1aCHOCTH.

4.16. Monutopunr (IPOCMOTP ¥ aHAJIM3) 3alKMCel perucrpanuu (ayaura) IJOJDKEH
IPOBOJUTBECA JUISL BCEX COOBITHH, IIOJUIEXAIMUX PEruCTpalii B COOTBETCTBHH U C
NEPUOAUYHOCTBIO, YCTAHOBJIEHHOM omeparopoM, U o00ecleuuBaiomeil CBOEBPEMEHHOE
BBISIBJICHHE IIPU3HAKOB HHIUACHTOB HH(popManuonHoii 6e3onacHoct B UCIT/H.

4.17. B cnydae BBISBICHHS IPU3HAKOB MHIUICHTOB HH(GOPMAIMOHHON 0€30MacHOCTH B
NCII[Ia ocymmecTBIseTCs IUIAHUPOBAHUE U TPOBEJICHUE MEPONPHUATHH [0 pearupoOBaHUIO Ha
BBISIBJICHHBIE ~HMHIIMJIEHTHI O€30IIaCHOCTH B COOTBETCTBUHM C IOPSJIKOM IIPOBEIEHUS
pa3buparenbeTB 1Mo GpakTam BOSHUKHOBeHHS HHITUACHTOB B UCIT/IH.

4.18. IlomyyeHue METOK BpPEMEHH, BKJIIOYAIOUIMX JaTy W BPEMS, HCIIOJIB3YEMBIX IIpU
reHepanuu 3anuceil perucrpanuu (ayaura) cobwituit 6e3omacuoct B MCII/IH, mocturaercs
IIOCPEJICTBOM IIPUMEHEHUSI BHYTPEHHUX cuCTeMHBIX yacoB CIT/IH.

4.19. 3amwurta uHGOpMANUU O COOBITHAX OE30MACHOCTH (3alHMCAX PErUCTpaluu (ayauTa))
obecreuyuBaeTcsl NPUMEHEHHEM Mep 3alluThl HHGOPMAIMH OT HEIPaBOMEPHOTO JOCTYIIA,
YHUYTOXXECHUSI MM MOIM(MUIMPOBAHMS M, B TOM YHCJI€ BKJIIOYACT 3AIlIUTy CPEICTB BEICHUSI
perucTpanyy (ayiuTa) ¥ HACTPOEK MEXAHU3MOB PETUCTPAIIH COOBITHHA.

4.20. Jloctyn x 3amucsM ayauTa U (YHKIUSAM YIIPABICHUS MEXaHHU3MaMU PErHCTPAIlUU
(ayauTa) IODKEH IPeIOCTaBISATHCS TOJIBKO YIIOJTHOMOYEHHBIM JOJDKHOCTHBIM JILIAM:

—  OTBETCTBEHHOMY 3a obecneuenue 6e3onacHoctu [1/Jn 8 UCIT/H;

— agmuuucrparopy UCII/IH.

S. IlopsinoxBBbIfIBJICHUS] HHIWICHTOBHH(OPMANMOHHOM 0€30IIACHOCTH H pearipoBaHusi
Ha HUX

5.1. 3a BbISBICHHE HHIMJICHTOB WH(POPMAIMOHHOW 0€30MacCHOCTH W pearnpoBaHHE Ha
HHUX OTBEYAIOT:
—  OTBETCTBEHHBI 3a obecnieyenue O6e3omacuoctu [1/{a B UCIT/IH;
— agmunuctpartop UCII/x.
5.2. PaborHuku YupexaeHus, HOJDKHBI COOOINATh OTBETCTBEHHBIM 3a BBISIBJICHUE
MHIUAECHTOB HH(POPMAIIMOHHOM 0€30IIaCHOCTH O JIOOBIX HHI[UICHTaX, B KOTOPhIE BXOIAT:



7

—  (akTBl NONBITOK M YCHEIIHOM pealn3alddl HECAaHKIHOHHPOBAHHOIO IOCTyla B
WUCII[Tn, B momemeHus, B KOTOpBIX ocymecTBisercs obOpaborka IIJ[H, w K
xpanwmmam [1/1x;

—  (aKTsl c00s WM HEKOPPEKTHO# paboThI CHCTEM 00pabOTKH HHYOPMAIIUH;

—  (akTs! cOost wi HeKOppekTHO#M paboTer C3U;

—  (akrs! pasrinamenus [1)1H;

—  (akTel pasriamenus HHGOPMAIMKA O METOAAX M CIOCO0aX 3aIlUTHl U 00pPabOTKH
IT)Tx. ‘

5.3. Bce HemraTHBle CcHUTyarud, (akThl BCKPHITHS M OIEYATBIBAHUS TEXHHYECKUX
CPEZCTB, BBINOJHEHUS NMPOPHIAKTUYECKUX paboT, YCTAHOBKH U MOJM(HUKAIIMH anmapaTHbIX H
nporpaMMHBIX cpeacts obpabotku [1/IH B UCII/{H no/mKHBI OBITH 3aHECEHBI OTBETCTBEHHBIMH
3a BBLABJICHHE HHLMACHTOB HMH(OpManuMoHHON Oe3omacHocTH B <«OKypHan ydera HEIITATHBIX
curyanui, (aKTOB BCKPBHITHS ¥ OIEYATHIBAHHS TEXHUYECKHX CPEJCTB, BBIOJHEHHS
NpoQHIAKTHUECKAX PabOT, YCTAHOBKHA M MOAU(HKAIMA alllapaTHBIX W MPOrPaMMHBIX CPEICTB
o6paborku nepcoHanbHbIX NaHHBIX B ['AIIOY CO «MUIIT»», popma KOTOpOro ycraHoBiieHA B
[Tpunoxenun 1 k HacTosmeMy PeriamMeHTy WM B 3JIEKTPOHHBIE JKYPHAIBI ONEPAIMOHHOMN
cuctemsl 1 C3U.

5.4. AHanu3 MHIMICHTOB MH(POPMAIIMOHHOM O€30MACHOCTH, B TOM YHCIIE ONpeIe/ICHHE
HUCTOYHUKOB M IPUYMH BO3HUKHOBEHHUS HHIMJEHTOB, OCYLIECTBISIETCS COIJIACHO IOPSIAKY
IIPOBEJCHUS. pa3OHparesbCTB 10 (pakTaM BOZHHUKHOBEHHS HWHIUACHTOB HH()OPMALMOHHOM
6e3omacHoctu B UCIT/IH.

5.5. Mepsl 0 yCTpaHEHHIO TIOCIECTBUM HHIMICHTOB HH(MOPMAIMOHHOM 6e301macHOCTH,
IUIAHUPOBAHMIO M IPUHATHIO MEp II0 IPENOTBPALICHUIO ITOBTOPHOIO BO3HUKHOBEHUS
HHIMIECHTOB, BO3JIaralOTCsl Ha OTBETCTBEHHBIX 3@ BBIABJICHHE WHIIMICHTOBHH(OPMAIMOHHOM
0€30I1acHOCTH.

6. OcHoBHBIE YTaNbI NPOLECCA PEATHPOBAHMS HA HHIMMIEHTbI

6.1. Jluma, 3aHMMAarOIIHeECs pearuipOBaHUEM Ha MHIMIECHTHI, JOJDKHBI 00ECIIEUHTh 3alUTy
HUCIIITa u npouHpOpMHpOBAaTH NOJNB30BaTEel, O BAXHOCTH MeEpP II0 OOECIIEYEHHUIO
UH(pOpManHOHHO#N 6€30IaCHOCTH.

6.2. Jlnma, 3aHUMAONIMECS pEarMPOBAHHEM HA WHIUICHTHI, JOJDKHBI OIPEIEUT,
ABJIAETCS M OOHapy)XGHHOE HMH C [OMOINBIO pa3jIMYHBIX CHCTEM OOECIEYEHHs
HHPOPMAIMOHHOX 0€30IIaCHOCTH COObITHE WHIMACHTOM WiIM HeT. JIs 3TOro MoryTt
HCIIOJIb30BaThCs MyOIMYHBIE OTYETHI, IIOTOKH JAaHHBIX 00 yrpo3ax, CpeicTBa CTATHYECKOTO H
JUHAMHUYECKOTO aHanu3a oOpa3slloB IPOrpaMMHOTO OOECII€YeHUsT M JPYTHe HCTOYHHMKH
uapopmanuy. CraTH4eckuii aHalW3 BBIIOJHSETCS 0€3 HEMOCPEACTBEHHOIO — 3alycKa
UCCIIEAYeMOro obpaslia M IO3BOJSAET BBIABHTH Pa3IMYHBIC WHIMKATODPHI, HAIPUMEpP, CTPOKH,
comepxamue URL-ampeca wmnmm azgpeca 9JIeKTPOHHOM MOYTHL JIMHAMHYECKHM aHaIW3
TIO/Ipa3syMeBACT BBITIOIHEHUE HCCIIEAYEMOi IPOrpaMMel B 3amuineHHol cpene ([lecounune) wim
Ha M30JIMPOBAHHOW MAaIllMHE C LEIbIO BBISIBIICHUS IIOBEICHUS 06pa3f1a u cbopa apreakToB ero
paboTHL

6.3. Jluna, 3aHEMAIONIHECs PearnpOBaHKEM HA HHIMICHTEI, JOJDKHBI UICHTU(GUIUPOBATE
CKOMIIPOMETHPOBAHHBIE KOMIIBIOTEPHI M HACTPOWTH IIpaBHiia 0€30IIaCHOCTH TaKuM 00pa3oM,
4TOOBl 3apaXCHHE HE pPacIpOCTPaHWIOCH Haiblle MO ceTH. Kpome TOro, Ha 3TOM JTaIe
HEOOXOJMMO IEPEeHACTPOUTH CeTh TakuM oOpa3oMm, utoObi MCIIJIH Morid mpoaoinKarh
paboTarh 6€3 3apa)KeHHBIX MAIIHH.
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6.4. Jlanee nuia, 3aHUMAIOIIMECS PEATUPOBAHUEM Ha MHIMJCHTHI, YAAIAIOT BPEIOHOCHOE
mporpaMMHOe oOecrieueHue, a Takke Bce apTedakTbl, KOTOphE OHO MOIJIO OCTAaBUTh Ha
3apaxkeHHbIX koMnbiorepax B UCII/IH.

6.5. Panee cxoMIpoMeTHpPOBAHHBIE KOMIBIOTEPHI BBOAATCS 00paTHO B ceTh. Ilpu aTtom
JMLa, 3aHUMAIOUIMECs pearMpoBaHUEM Ha WHIMICHTH, HEKOTOPOE BpeMS IPOJOJIKAIOT
Habmonats 3a coctosHueM 3TuX MamuH U VCII[H B memoM, 4toObl yOeOWTHCS B IIOJHOM
YCTPaHEHUH yTPO3BI.

6.6. Jluma, 3aHuMMalOmMecss ~ pearupoBaHHEM  Ha  MHOMJCHTHI,  AHAIM3HPYIOT
IPOM3OIIENINN HHIUAEHT, BHOCAT HEOOXOIUMBIE H3MEHEHHUS B KOH(UTYpaIHIO IPOrPAMMHOI0
obecriedenuss U oOopynoBaHus, obecreynBaromero WHGOPMAIMOHHON 0€30MacHOCTH, H
(GOpMHPYIOT PpEKOMEHJAMU I TOro, 4YToObl B OyAymieM IpefoTBPAaTUTh I0J00HBIE
UHIHUAEHTHL. [Ipy HEBO3MOXXHOCTH IOJHOTO MpenoTBpaineHus: OyyIeid aTakud COCTaBICHHBIC
PEKOMEHIAITNH II03BOJISIT YCKOPUTh PearupoBaHUe Ha MOJOOHBIE HHIUACHTHI.

7. Tlopsigok mpoBeaeHHsI Pa30HPATEIbCTB 0 (paKTaM BOZHHKHOBEHHS HHIUICHTOB
HHPOPMAIMOHHO# §e30macHoCTH

7.1. Jlna mpoBeaeHUs: pa3OUpaTeNbCTBIO (pakTaM BO3ZHUKHOBEHHUS HHIMJICHTOB
HHPOPMALIMOHHOW 0e30MacHOCTHCO3MaETCI KOMUCCHS, COCTOSIIIAs HE MEHee 4YeM M3 Tpex
YeJIoBEK ¢ 00s13aTEeNBHBIM BKJIIOYEHHEM B €€ COCTaB:

—  OTBETCTBEHHOTO 3a obecnedenue 6e3omacuoctd I11n B UCII/IH;
— angmunucrparopa UCIIJH.

7.2. Ilpencemarens KOMUCCHM OpraHu3yeT pabOTy KOMHCCHH, pEIIaeT BOIPOCHI
B3aUMOJICHCTBUS. KOMHCCHHU C PYKOBOAUTENISIMA U PaOOTHHKAMH CTPYKTYPHBIX IOApa3NeICHUN
OpraHu3alliy, TOTOBHUT U BEIET 3acelaHusi KOMHCCHH, OJIHUCHIBAET MPOTOKOIBI 3acenanui. 1o
OKOHYAaHUH pPabOThl KOMHCCHM TOTOBHUTCS 3aKJIIOYEHHE II0 pe3yibTaTaM IIPOBEIEHHOIO
pa3buparenbeTBa, KOTOpOe MepeaeTes Ha paccMOTpeHHe JIUpeKTopy Y UpexIeHusI.

7.3. Ilpu npoBenenun pazdoupaTeIbCTBa yCTAHABIMBAIOTCS: ‘

— HaJu4he caMmoro (pakta COBEpIICHHS HHIMIEHTAa WH(POPMAIMOHHON 6€30IacHOCTH,
CIIy)aIero OCHOBaHUEM JUIsl BBIHECEHHSI COOTBETCTBYIOIIETO PEIICHHUS;

—  BpeMs, MECTO U OOCTOSTEIbCTBAa BO3HUKHOBEHHUS MHIUIEHTA, a TAaKXKe OICHKAa €ro
IOCJIEICTBHIA; ’

—  KOHKPETHBIA paOOTHHK, COBEPIIMBIINAN HHIKUACHT HH(POpMAIMOHHON Oe30macHOCTH
WM TIOBJICKINUM CBOMMH JEHCTBUSMH BOZHUKHOBEHHUS MHIIUJCHTA;

— HaJIAYHE U CTENEeHb BHHBI PaOOTHUKA, COBEPIIUBIIEIO HHIMUIACHT MH(POPMAIIMOHHOMH
6€30IMacCHOCTH WJIH MOBJIEKIIIEr0 CBOMMH JICHCTBUAMY BOZHUKHOBEHHUE HHLIUCHTA;

— LeIH U MOTHBBI, CIIOCOOCTBOBABIIHE COBEPIICHUIO WHIMAECHTa HH()OPMAIMOHHOMN
6€30MacHOCTH.

7.4. B nensx mnpoBeneHus pasbuparenscTBa Bce pPabOTHUKHOOS3aHBI IO IIEPBOMY
TpeOOBAaHMIO UICHOB KOMMCCHH INPEIBABUTH JUIS IIPOBEPKHM BCE UHUCISAIIUECS 3a HHUMHU
MaTepHUaibl U JOKYMEHTBHI, JaTh YCTHHIC WM MHUCbMEHHBIE OOBSICHEHHS 00 H3BECTHBIX WM
(akTax 10 CyIIEecTBY 3aJaHHBIX UM BOIIPOCOB.

7.5. PaboTHHMK, COBEpINMBINMN HHIMICHT WHOOPMAIMOHHONW O€30MacHOCTH MU
NOBJICKIIMIA CBOMME JEHCTBHSIMH BO3HMKHOBEHHE WHIHJEHTa, 00s3aH 1O TpeOOBaHUIO
KOMHUCCHUH IIPEACTaBUTH OOBACHEHHS B IIHCHMEHHOU (hopMe HE IO3HEe TpeX pabouux JHEH ¢
MOMEHTa IIOJIy4eHHs COOTBETCTBYIOIETro TpeOoBaHus. Komuccus BIpaBe IOCTaBUTH II€pe]
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pabOTHHKOM IIepedYeHb BOIIPOCOB, HAa KOTOpHIE pabOTHHK 00s3aH OTBETUTH. B ciydae oTkasa
pabOTHHUKA OT MUCHMEHHBIX OOBSICHEHHM, KOMUCCHEH COCTaBIISAETCS aKxT.

7.6. PaGoTHMK uMeeT T™paBO, II0 COIVIACOBAHMIO C IPEJCENATENIeM KOMMCCHH,
3HAKOMMTHCS C MaTepuaaMu pa3OMpaTe/ibCcTBa, KACAIOIMMHECS JIMYHO €r0, ¥ JaBaTh MO IMOBOJY
HHMX CBOM KOMMEHTApHH, IPEJOCTaBISTH JOMOJHUTENbHYI0O HHGOPMAHMIO U JOKyMEHTHL o
OKOHYaHHH pa3Oupare/bcTBa PabOTHHKY ISl O3HAKOMJICHHS ITPEAOCTABIISETCS MTOTOBBIA akKT C
BBIBOJIAMH KOMHCCHH.

7.7. B cny4ae naBieHus Ha pabOTHHKA CO CTOPOHBI JAPYTHX JHI[ (HE H3 COCTaBa
KOMHMCCHH) B BHJI€ IPOCKO, yrpo3, MaHTaxa U JAp., 10 BOIPOCaM, CBA3aHHBIM C IPOBEACHHEM
pa3buparenbcTBa, paboTHUK 0053aH COOOIMTE 00 3TOM IPECENATENI0 KOMUCCHH.

7.8. Jlo oxoH4YaHUS pPaOOTHI KOMUCCHM U BBIHECEHHS PELICHHS 4YICHAM KOMHUCCHUU
3ampelnaeTcss pasriialiarh CBEJCHHS O XOAe IPOBENEHHs pa3OupareibcTBa M CTaBIIHE
U3BECTHBIE UM OOCTOSTENBCTBA.

7.9. B mporiecce npoBeaeHUs pa3dupaTeIbCTBa KOMUCCUEN BBIACHAIOTCS:

—  IIepedYeHb pasrJallleHHBIX CBEICHUH;

—  IPUYMHBI pa3TiIalIeH s CBEICHUMN;

—  JIMIa, BAHOBHEIE B pa3IJIallicHUH CBEJICHHMI;

—  pasmep (PKCIepTHas OlleHKa) IPUYMHEHHOTO yiepba; .

—  HEJOCTAaTKH W HapylIEeHHs, JOIyIIeHHbIe paboTHIKamMu IIpHu paboTte ¢ I1JIH;

—  uHbIE 06CTOATENHCTBA, HEOOXOAUMBIE IS ONpe/ieNieH s TpU4KH pasraamenus [1/1x,
CTENIEHd BMHOBHOCTH OTHEJIBHBIX JIAI, BO3MOXXHOCTH NPUMEHEHHS K HHM MeEp
BO3ECHCTBUSL.

7.10. Ilo 3aBepimieHMH pa30OHpaTENbCTBA KOMHUCCHEW COCTaBIIsIETCA 3aKimodeHue. B
3aKJIFOYCHHUH YKa3bIBAIOTCS:

—  OCHOBaHWME JUIs IPOBEJCHUS pa30upaTeIbCTBA;

—  €OCTaB KOMHCCHH U BpeMs IIPOBEICHHS pa30oupaTebCTBa;

— CBEIEHHS O BpEMEHH, MecTe M OOCTOSTENbCTBAX BO3HHUKHOBEHHS HHIIUICHTA
HHPOPMAIMOHHOM 0€30I1aCHOCTH;

—  cBeJieHHs 0 pabOTHHKE, COBEPIIMBIIEM HHIMICHT HHPOPMAIMOHHOH 6e30I1acHOCTH
WIMA TIOBJIEKIIEM CBOMMH JEWCTBHSIMH BO3HMKHOBEHHE WHIMICHTA (JOJDKHOCTD,
(bamMuust, UMsl, OTIECTBO, TOJ POXKICHUS, BpeMs paboThl B YUPEXKICHUH, & TAKKE B
3aHUMaeMasi IOJKHOCTD);

— IeIM ¥ MOTHBBI pabOTHHKA, CIOCOOCTBOBABIIME COBEPLICHHUIO HHIUICHTA
“HGOPMALIMOHHOM 6€3011aCHOCTH;

—  IPHYMHBI M YCIOBHS BOSHHKHOBEHHS MHIIU/ICHTA HHDOPMAIHOHHON GE30IIaCHOCTH;

—  JaHHBIE O XapaKTepe W pa3Mepax MPUYMHEHHOTO B pe3yJibTaTe HHIUIEHTa yiepOa;

—  IPeUIOXKEHHS O Mepe OTBETCTBEHHOCTH paGOTHHKA, COBEPUIMBIIEIO WHIMICHT
WH()OPMAIIMOHHOM  0€30IacCHOCTH  WJIM  TIOBJIEKIIETO  CBOMMH  JCHCTBHUSAMH
BO3HUKHOBEHHUE WHIM/ICHTA.

7.11. Ha ocHOBaHHMH 3aK/IOYEHHS BBIHOCUTCS pEIICHHE O IPHUMEHEHHH MEp
OTBETCTBEHHOCTH K paOOTHHKY, COBEPIIMBIIEMY HHIHMICHT WM MOBJCKIIEMY CBOUMH
NEHCTBUSIMH BO3HHMKHOBEHHE MHIMJCHTA, TaKkKe O BO3MEIICHHH YyIepbda BHHOBHBIM
pabOTHHKOM (WJIM €ro 3aKOHHBIM IPEJCTaBUTENEM), KOTOPOE MNOBOAUTCS JIO YKa3aHHOIO
paboTHHKA B MUCEMEHHOM (hopMe IO PaCIUCKy.
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7.12. Bce Marepuanbl pa3OHpaTeNbCTBA OTHOCATCS K HH(OPMAIMH OTrPaHHYEHHOTO
AOCTyNa ¥ XpaHATCS B TedeHue S5 jieT. Konmu 3aKkimodyeHus U pacrlopsDKeHHs MO pe3yJibTaTam
pasOuparenbeTBa MPHOOMIAIOTCS K JIHYHOMY [eiy pabOTHHMKA, B OTHOIIEHHMH KOTOPOIO OHO
IIPOBOJMIIOCH.

8. OrBercrBeHHOCTH

8.1. Bce paborHuky, ocymectsisiomue 3amuty I1J[H, 0653aHbI 03HAKOMUTBCS C JaHHBIM
PernmameHTOM 1O/ MOAIIHUCE.

8.2. PaGOTHHKM HeCYT NEPCOHAIBHYIO OTBETCTBEHHOCTh 34 BBINOJIHEHHE TpeOOBaHMiA
Hacrosuero Pernamenra.

9. Cpoxk aelicTBHS H OPSAI0K BHECEHHsI H3MEHEHHI

9.1. Hacrosmmii PeriiaMeHT BCTyIaeT B CHIIy C MOMEHTA €r0 YTBEPXKIEHHS B JIEHCTBYET
GeccpoyHo.

9.2. Hacrosmmii PernaMeHT HOJIJIEKUT IEPECMOTPY HE PEXKE OIHOTO pa3a B TPH roja.

9.3. V3MeHeHHs M JONOJNHEHHS B HACTOAIMA PerjaMeHT BHOCATCS MPHKA30M
HupextopaVupexaeHus.
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